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1. INTRODUCTION

The seminar on " Advanced Defensive Strategies Against Adversarial Machine Learning
Attacks in Critical Infrastructure Application " was organized to create awareness among
students about the growing environmental impact of large-scale Al systems. With the rapid
expansion of deep learning models, energy consumption and carbon emissions have
become major concerns. The session emphasized sustainable Al practices and responsible

model design.

2. OBJECTIVES

- Raise awareness of adversarial ML threats in critical infrastructure.

- Explain common attack vectors (evasion, poisoning, adversarial inputs).

_ Present advanced defensive strategies and resilience frameworks.

- Share best practices, case studies, and industry standards.

- Encourage collaboration among researchers, practitioners, and policymakers.

- Inspire innovation in trustworthy and robust Al systems.

3. EVENT REPORT

DR. Akheel Mohammed, Associate Professor, AIML Department delivered an insightful
session on Advanced Defensive Strategies Against Adversarial Machine Learning Attacks
in Critical Infrastructure Applications focuses on strengthening the resilience of Al systems
that power essential services such as energy, healthcare, transportation, and finance. It
begins by outlining the threat landscape, where adversarial attacks like evasion, poisoning,
and model manipulation can compromise reliability and safety. The discussion then moves
to advanced defensive approaches, including robust training methods, anomaly detection,
adversarial input filtering, and resilience frameworks designed for mission-critical
environments. Case studies and industry standards are highlighted to provide practical
insights into secure ML deployment. The session emphasizes collaboration among
researchers, practitioners, and policymakers to build collective defense strategies, while
also encouraging innovation in trustworthy, transparent, and robust Al systems to ensure
the long-term security of critical infrastructure.
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4. SPEAKER PROFILE

DR. Akheel Mohammed, Associate Professor, AIML Department with extensive
experience in Artificial Intelligence and Data Science. His research interests include an
ensemble of evolutionary algorithms Based data analytic tools for distributed big data
systems in Cloud environment

5. PARTICIPANTS

2nd year and 34 year students participated.

6. OUTCOMES& KEY HIGHLIGHTS

_ Gain awareness of adversarial ML risks in critical infrastructure.

- Identify and understand key attack methods (evasion, poisoning, manipulation).
_ Learn advanced defensive strategies and resilience techniques.

- Apply best practices and standards for secure ML deployment.

- Analyze case studies to connect theory with real-world applications.

- Strengthen collaboration across research, industry, and policy domains.

- Develop capacity to innovate trustworthy and robust Al systems.

7. FEEDBACK

1 Gowthami (II Year, ECM): - The defensive strategies discussed were practical

and relevant for future research and industry use

] Mohan (III Year, ECM): The session gave us clear insights into how adversarial

ML attacks can disrupt critical infrastructure.

- Likhita (I11 Year, ECM): - The session inspired us to think about innovative

approaches for building robust and trustworthy Al systems.
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(] Sashank (IIT Year, ECM): Overall, it was engaging, informative, and

strengthened our understanding of Al security in mission-critical contexts.

8. CONCLUSION

The session on Advanced Defensive Strategies Against Adversarial Machine Learning
Attacks in Critical Infrastructure Applications underscores the urgent need to safeguard Al
systems that power essential services. By examining the threat landscape, exploring
advanced defensive mechanisms, and learning from real-world case studies, participants
gain a holistic understanding of both the risks and the solutions. The discussion highlights
that technical defenses alone are not enough——col]aboration across research, industry, and
policy domains is vital to building resilient systems. Ultimately, the session concludes with
a call to action: to innovate and implement trustworthy, transparent, and robust Al
strategies that ensure the security and reliability of critical infrastructure in the face of
evolving adversarial threats.
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